CITRIX CLOUD SOLUTIONS — NETSCALER ADC

NetScaler ADC — Application
Delivery and Security for the
Modern Enterprise

Citrix

Enterprise Application Delivery Controller — reverse proxy, load balancer,
web application firewall, and secure remote access gateway. Deployable as a
fully integrated Citrix stack component or as a powerful standalone edge

device.

ADC Leader — Gartner MQ 10+ Consecutive Years 3x F5 Throughput — Tolly 2024

WAF + Bot + LB + Gateway Virtual, Container & Cloud-Native

OAS - Protect. Detect. Recover.
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PLATFORM OVERVIEW

What Is Citrix NetScaler?

NetScaler is a software-based Application Delivery Controller (ADC) from Citrix — a Cloud Software

Group company. Originally developed as a hardware appliance, NetScaler is now delivered as a

virtual appliance, containerised instance, or cloud-native service — making it deployable on-

premises, in private data centres, and across public cloud platforms including AWS, Azure, and GCP.

At its core, NetScaler sits between users and the applications they access — intercepting, inspecting,

optimising, and securing every request before it reaches a backend server.

CORE FUNCTION
Application Delivery Controller (ADC)

NetScaler terminates client connections at the edge,
applies policy logic, then proxies requests to
backend servers — providing SSL offload, content
switching, traffic shaping, compression, and caching
at wire speed. It is the intelligent intermediary for all
application traffic flows.

MANAGEMENT
NetScaler Console (ADM)

Centralised management via NetScaler Application
Delivery Management (ADM) — a single pane of
glass for configuration, policy management,
licensing, analytics, and SSL certificate lifecycle
management across all NetScaler instances in the

environment.

DEPLOYMENT FLEXIBILITY
Virtual, Container, or Cloud-Native

NetScaler VPX runs on VMware, Hyper-V,
XenServer, KVM, and all major public cloud
hypervisors. CPX runs as a Docker container for
microservices environments. BLX runs natively on
Linux bare-metal without a hypervisor. All share the
same feature set and management plane.

PROTOCOL SUPPORT
Layer 4 Through Layer 7

NetScaler operates across the full application stack
— TCP/UDP load balancing at L4, HTTP/HTTPS
content switching at L7, DTLS for Citrix HDX, DNS
load balancing, and application-aware health
monitoring including HTTP status codes, string
matching, and custom TCP probes.
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INDUSTRY RECOGNITION

Gartner Magic Quadrant — Leaders Quadrant

NetScaler has held a consistent position in the Gartner Magic Quadrant for Application Delivery

Controllers — one of the most scrutinised categories in enterprise networking, evaluated on

completeness of vision and ability to execute.

10+

Consecutive Years — Gartner MQ Leaders
Quadrant

L4-L7

Assessed Across All ADC Dimensions
Gartner evaluates on ADC core capabilities,
enterprise application delivery, SSL/TLS offload
performance, WAF maturity, cloud-native support,
and integration ecosystem breadth. NetScaler is
also consistently rated on Gartner Peer Insights for
performance, feature depth, and SSL offload
capability across enterprise and mid-market
deployments.

3x

F5 Throughput — Tolly Group 2024
Independent Tolly Group benchmarks confirmed
NetScaler VPX delivered up to 3x higher throughput
than F5 BIG-IP VE with equivalent CPU, and up to
89% lower latency per request under high
connection load. NetScaler processes traffic for an
estimated 75% of internet users daily — deployed
by financial institutions, healthcare systems,
government agencies, and cloud hyperscalers
globally.
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CORE CAPABILITIES

Six Functions — One Appliance

A significant portion of NetScaler deployments have no Citrix Virtual Apps or Desktops in the
environment at all. These customers deploy NetScaler purely as an enterprise edge device —
handling application delivery, WAF protection, bot management, and traffic policy for standard web-
based and internal enterprise applications.

01 — ALL EDITIONS
Content Switching —
Virtual Server Engine

NetScaler's content switching
engine evaluates inbound
HTTP/HTTPS requests against
policy expressions — URL path,
hostname, headers, query strings,
HTTP method, source IP — and
routes them to the appropriate
backend service group. A single
NetScaler VIP can front multiple
discrete backend applications, each
with its own load balancing pool,
health monitors, SSL profile, and
WAF policy.

TRAFFIC ROUTING

04 — PREMIUM /
ADVANCED

Bot Management

Identifies and classifies inbound
traffic as human, known good bot
(search engines), or malicious bot
using device fingerprinting, TLS
fingerprinting, rate analysis,
CAPTCHA challenges, and IP
reputation feeds. Malicious bots are
blocked or trapped. Good bots are
whitelisted. Human sessions
proceed with zero friction —
protecting against credential
stuffing, scraping, and DDoS
amplification.

BOT DETECTION

02 — ALL EDITIONS
Policy Engine — Citrix
Policy Language (CPL)

NetScaler's Advanced Policy
engine evaluates requests using a
powerful expression language
covering HTTP attributes, SSL
parameters, client IP, TCP
properties, and custom headers.
Policies can rewrite URLSs, inject or
strip headers, enforce
authentication, redirect traffic,
compress responses, or apply rate
limits — all without modifying
backend application code.

ADVANCED POLICY

05 — ALL EDITIONS

SSL/TLS Termination &
Offload

NetScaler terminates SSL/TLS at
the edge, decrypts traffic, applies
WAF and policy inspection, then re-
encrypts (or sends plaintext) to
backend servers. This offloads
computationally expensive
cryptographic operations from
application servers, improves
backend performance, and enables
deep packet inspection of HTTPS
traffic that would otherwise be
opaque at the network layer.

SSL OFFLOAD

03 — PREMIUM /
ADVANCED

Web Application Firewall
(WAF)

NetScaler's WAF inspects
HTTP/HTTPS traffic against
OWASP Top 10 attack categories
— SQL injection, cross-site
scripting, buffer overflow, command
injection, XML/JSON attacks, form
field violations, and cookie
tampering. Protection profiles
operate in Learn mode (building a
positive security model) or Enforce
mode (blocking violations in real
time).

OWASP TOP 10

06 — ALL EDITIONS

Rate Limiting & DDoS
Mitigation

Responder and Rewrite policies
combined with connection throttling
allow granular rate limiting per
source IP, per URL, per user, or per
session token. SYN flood
protection, connection table limits,
and TCP connection rate controls
provide L4-level DDoS mitigation.
Combined with Bot Management,
NetScaler absorbs volumetric

attacks before they reach backend
infrastructure.

DDOS PROTECTION
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CITRIX ECOSYSTEM INTEGRATION

NetScaler as Part of the Citrix Stack

For customers running Citrix Virtual Apps and Desktops, NetScaler is not an optional bolt-on — it is
the recommended edge component for secure remote access, session brokering, and gateway
services. It integrates natively with Citrix Gateway Service, StoreFront, Workspace, ShareFile, and
the broader Citrix Cloud platform.

CITRIX GATEWAY
Secure Remote Access —
HDX/ICA Proxy

NetScaler acts as the Citrix Secure
Gateway, terminating inbound
HDX/ICA sessions from remote
users over a single TCP/UDP port
443. SSL VPN-less access to
published apps and desktops — no
endpoint agent or full VPN tunnel
required. All traffic is brokered
through the NetScaler gateway,
authenticated, and proxied to the
internal Citrix Delivery Controllers.

LOAD BALANCING
Citrix Infrastructure Load
Balancing

NetScaler load balances all internal
Citrix tiers — StoreFront servers,
Delivery Controllers, Director, and
Citrix Licensing servers.
Persistence policies ensure users
remain connected to the same
StoreFront node during a session.
Health monitors detect failed Citrix
components and remove them from
rotation automatically without
manual intervention.

SHAREFILE
Storage Zone Integration

NetScaler integrates with Citrix
ShareFile on-premises Storage
Zones, providing authenticated
HTTPS proxy for file access and
upload. SSL offload, authentication
delegation, and content inspection
policies apply to all ShareFile traffic
— enabling secure file collaboration
without exposing storage servers
directly to the internet.
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CITRIX GATEWAY SERVICE

Hybrid Cloud Gateway
Integration

In hybrid deployments, NetScaler
on-premises works alongside the
Citrix Gateway Service (cloud-
hosted). On-premises NetScaler
handles direct HDX connections for
low-latency local users while the
cloud Gateway Service handles
remote users — all managed from
a single Citrix Cloud console with
unified authentication policies.

AUTHENTICATION

nFactor — Multi-Step Auth
Engine

NetScaler's nFactor framework
enables complex, conditional multi-
factor authentication workflows —
LDAP, RADIUS, SAML, client
certificates, TOTP — chained
together based on device posture,
user group, source IP, or claim
values. MFA enforcement for Citrix
access is entirely policy-driven
within NetScaler.

UNIFIED POLICY

Single Policy Plane for All
Citrix Traffic

Rather than managing separate
firewall rules, authentication
policies, and WAF profiles across
multiple devices, the Citrix stack
routes all traffic through NetScaler
— a single policy enforcement point
for authentication, SSL termination,
WAF inspection, rate limiting, and
access control across every Citrix
workload. Consolidation
advantage: In a full Citrix stack
deployment, NetScaler eliminates
the need for a separate reverse
proxy, load balancer, SSL offloader,
and authentication gateway. All of
these functions are consolidated
into a single NetScaler VPX
instance — significantly reducing
appliance count, management
complexity, and licensing overhead
versus deploying separate point
solutions for each function.
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COMPETITIVE COMPARISON

NetScaler vs Competing ADC Platforms

In standalone deployments, NetScaler competes directly with F5 BIG-IP, Fortinet ADC, and Kemp

LoadMaster. Customers in financial services, legal, healthcare, and professional services regularly

deploy NetScaler as their sole application edge device — consolidating a hardware load balancer,

WAF appliance, and reverse proxy into a single VPX.

Citrix NetScaler

HOW

Single virtual appliance — WAF, LB, Content
Switch, Bot, and Gateway combined

Tolly 2024: up to 3x higher throughput than F5
BIG-IP VE at equivalent CPU

Up to 89% lower latency per request vs F5 under
high connection load

nFactor multi-step authentication built in — no

external auth proxy required

Runs on existing VMware, Hyper-V, or XenServer
infrastructure — no new hardware

Advanced Policy Language covers L4-L7 with no
scripting required

Active-active and active-passive HA pair support
included

IT'S DELIVERED

F5 BIG-IP / Competing ADCs

« WAF, APM, LTM often sold as separate licensed
modules — cost compounds at scale

¢ F5 BIG-IP VE showed significantly higher latency
growth under connection load

¢ iRules scripting required for advanced policy logic
— specialist skill dependency

¢ APM (Access Policy Manager) for auth is a
premium add-on licence

e Per-socket or per-core licensing models drive
cost at scale

¢ Management complexity increases significantly

across multi-site deployments

e Hardware appliance dependency for full
performance in many deployments

Delivered as a Managed Service by OAS

NetScaler is a powerful platform — but its full value is realised when designed, deployed, and

managed by engineers who know it deeply. OAS handles the full lifecycle on your behalf.

Design & Deployment

OAS architects your NetScaler deployment from the
ground up — sizing, HA configuration, SSL profile

design, and policy framework — ensuring the

platform is correctly configured for your

environment, applications, and security

requirements from day one.

EXPERT DESIGN

Monitoring & Health Management

Continuous monitoring of NetScaler health, SSL
certificate expiry, traffic anomalies, and WAF alert
volumes — with proactive intervention before issues
reach your users or expose your environment to
risk.

ALWAYS ON
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Policy & WAF Tuning Incident Response & Escalation

WAF policies are not set-and-forget. OAS manages When NetScaler detects an attack, a certificate
ongoing rule tuning, false positive remediation, and issue, or a backend failure, OAS is your first call. We
policy updates as your application environment investigate, contain, and remediate — using our
evolves — keeping protection tight without blocking deep platform knowledge to resolve issues quickly
legitimate traffic. and minimise business impact.

ONGOING TUNING EXPERT SUPPORT

THE CITRIX SOLUTIONS SERIES

Citrix provides a comprehensive, secure, and high-performance digital workspace solution for any
industry by centralising application and desktop management. It enables remote work, improves
productivity, and strengthens security using Zero Trust principles across hybrid or multi-cloud
environments — suitable for finance, healthcare, manufacturing, and public sectors. NetScaler ADC
is the intelligent edge that makes it all possible.

Citrix DaaS Secure Private Access
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https://www.oas.co.za/products/citrix-daas
https://www.oas.co.za/products/secure-private-access

Ready to Modernise Your Application Edge?

Speak to an OAS consultant about deploying Citrix NetScaler ADC as your enterprise application
delivery and security platform.

TELEPHONE EMATIL

+27 11 485 3454 info@oas.co.za

WEB OFFICE

https://www.oas.co.za 25 Durham Street, Raedene Estate,
Johannesburg

Request a demo: https://www.oas.co.za/contact/demo

Open Architecture Systems — Protect. Detect. Recover. Citrix Platinum Partner since 1987.
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